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ABSTRACT 

With the global pandemic of COVID-19 completing one year, this paper intends to analyse the perceptions of public 

transport users about the implementation of smart city technologies. Two aspects were analysed, namely: the 

perception of safety regarding the use of surveillance technologies in the containment of the virus; and the perception 

of safety of the same technologies regarding data protection and privacy. After the identification and choice of 

initiatives in smart cities to be addressed, a questionnaire was prepared and made available online, in which 414 

replies were considered for the final analysis, respecting the proportionality of the percentage of replies in each 

region to the respective population percentage. In general, technologies provide a great sense of security regarding 

the use of public transportation. However, they cause concern regarding data protection and privacy. From this result 

and with analyses in relation to the regulation of personal data, international experiences and the Brazilian reality 

were contrasted. 

 

KEYWORDS: Smart City, COVID-19, Public Transport.  

 

1.  INTRODUCTION 

 

SARS-CoV-2 shocked the world in 2019 and stopped it in 2020. The global pandemic, 

turned 1 year old on March 11, 2021, the day the World Health Organization raised the status 

from epidemic to pandemic (WHO, 2020). After an unprecedented effort for the development 

and production of vaccines, personal protective equipment (PPE) for health professionals, 

respirators and masks for a global consumption of the population, it is necessary to think about 

a post-pandemic scenario, where social distancing and safety measures against the spread of 

the virus will still need to be maintained. 

In this context, during the pandemic, technological measures were adopted to contain 

the spread and enable the rapid containment of the virus (SÖDERSTRÖM, 2020), as well as 

narratives began to be developed regarding smart cities in a post-pandemic scenario 

(KUNZMANN, 2020). As Deleuze (2013) states "the socio-technical study of control mechanisms, 

apprehended in their dawn, should be categorical and describe what is already in the process of 

being deployed". It is to incite such studies that this research was built, because the technologies 

addressed are not materially present in the Brazilian reality, but represent a global trend of 

surveillance technologies, both algorithmic and imperative and universal modulators (DELEUZE, 

2013; SABARIEGO, AMARAL & SALLES, 2020). 

Technology is, by nature, an instrument and a mean of modulating sociocultural 

behaviours, from hygienistic architecture to new forms of social interactions (WINNER, 1980). 

The widespread "datafication" of various aspects of social action, transforms aspects of private 

life, economy, politics, society and culture (DOWBOR, 2020). The binomial of democracy, 

freedom and security, is at the heart of this question, for who owns the citizens' data, what 

protections exist to prevent the misuse of these personal and collective data flows? How 

comfortable are citizens, with the use of new surveillance technologies for the active and passive 

modulation of urban life? After all, it is in cities where there is the greatest entanglement 

between the material and the virtual (LEVY, 2010). 

The paradigm of smart cities, according to the literature, goes through two basic axes 

as a development strategy: (i) investment in a physical capital, with the incentive in the 

application of Information and Communication Technologies (ICTs) and Internet of Things (IoT), 

in favour of the improvement of urban infrastructure, aiming at greater efficiency of cities and 

higher overall quality of life; (ii) investment in human and social capital, prioritizing a high degree 
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of education and training of individuals (ZANELLA et al., 2014; SHAPIRO, 2006). However, the 

literature recognises that "smart" strategies are not limited to these aspects, they instigate 

creativity and diversity in problem solving, advocate universal sustainability of urban systems 

and prize a greater integration between city and citizen (SHAFERS, 2012; BIBRI & KROGSTIE, 

2017). 

An important aspect is often overlooked, both the physical capital and the human and 

social capital, in the context of a smart city generate and talk with a third type of capital, the 

virtual or digital capital (ANTUNES, 2020). This capital has as its basic commodity, the data or 

information. The discussions about a growing "datafication" and the information society have 

much to add in the analysis of smart city technologies (DOWBOR, 2020; SABARIEGO, AMARAL & 

SALLES, 2020). It is limiting and incomplete any analysis that does not consider this aspect of 

digital capital. 

According to the aforementioned context, this article focuses only on the first point, 

the physical capital, specifically in public transport. The choice of analysing public transportation 

is because of its nature, which makes social distancing difficult, being imperative the respect and 

attention to other measures, such as passenger reduction, fleet increase and vehicles 

sanitisation (DE VOS, 2020; MUSSELWHITE et al., 2020). 

 

2. OBJECTIVES 

 

This study aims to analyse the perception of the population of Brazilian capital cities 

regarding the adoption of smart city initiatives in public transport to contain the COVID-19 

pandemic, and the paradigm of protection and use of personal data arising from the use of these 

technologies. 

  

3. METHODOLOGY 

 

The methodology of this work is composed of two stages. The first comprised a review 

of smart city initiatives adopted to face the spread of the new coronavirus, admitted only those 

contained in published academic articles. In the second stage, a questionnaire was applied on 

smart city technologies integrated to public transport as one way to contain COVID-19. The 

participants were asked to give their opinion regarding the safety that the use of these 

technologies conveys to them, in relation to the containment of the pandemic and the privacy 

of their data. Figure 1 presents a scheme of the methodology used. 
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Figure 1 - Proposed methodology for analysing the perception of public transport in relation to the pandemic of 

COVID-19 

 

Source: Authors, 2021. 

 

The questionnaire was composed of two sections: i) socioeconomic data; and ii) 

perception of safety in relation to COVID-19 contamination and personal data protection, if 

certain security measures were adopted in public transport in Brazilian capitals. The survey was 

elaborated in online format and its dissemination occurred through social networks in thematic 

groups in each capital and with local universities. For the post-pandemic questions, the following 

scenario was adopted in this study: the population receives one of the available vaccines against 

the new coronavirus and the incidence of COVID-19 decreases, but it is still necessary to adopt 

sanitary measures such as the mandatory use of masks, social distancing to contain crowds and 

constant sanitation. 

The calculation of the minimum sample required followed the methodology of 

Antunes and Simões (2013) and Barcelos et al. (2017), and is presented in Eq. (1) and Eq. (2). It 

was admitted a confidence level of 95% and sampling error of 5%, being necessary 400 

responses. 

 

𝑛0 =
1

𝐸0
2 

(1) 

  

𝑛 =
𝑁 ∗ 𝑛0

𝑁 + 𝑛0
 

(2) 

 

Where n0 is the first approximation of the sample size; E0 is the tolerable sampling error; n is the 

sample size and N is the population size. 

 

4. RESULTS  

4.1. Smart city initiatives to combat the pandemic of COVID-19 

 

The selected initiatives were chosen according to the availability of studies in 

published academic articles (SÖDERSTRÖM, 2020): 

 

1. Security cameras - detection or not of the use of masks in real time by security cameras 

in public spaces and notification of responsible authorities. In this case, cameras would 
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be installed inside public transportation vehicles and in their boarding and alighting 

stations (RAHNMAN et al., 2020);  

2. Anonymous tracking of mobile devices - following the "Contact Tracking" strategy, it is 

possible to identify where a COVID-19 patient has been, with whom he or she has been, 

and thus organise an effort to sanitize sites, besides conducting tests and identifying 

potentially contaminated people. Anonymous tracking allows creating a real-time map 

of contamination risk zones and alerts (through messages or notifications in apps) of 

contact with people who have been diagnosed with COVID-19, providing guidance for 

testing when necessary. The information made available to the general public does not 

contain the identification of patients (SILVA et al. 2021; DAS & ZHANG, 2020; SONN & 

LEE, 2020); 

3. Classification of exposure level - usually done in 4 groups: A) confirmed patients; B) 

people with whom people from group "A" had direct contact; C) people with whom 

group "B" had direct contact or who were in places where people from group "A" were 

(possibility of indirect contamination) and; D) people with no kind of exposure. 

According to the classification group, individuals may be automatically prevented (via 

mobile phone or transportation card) from entering places or using services such as 

public transportation (CHEN & PAN, 2020). 

4.2. Demographics 

 

We considered 414 answers to the questionnaire, seeking to proportionally 

approximate the percentage of collected answers to the population living in each Brazilian 

region, as well as to meet a minimum tolerable error. The capitals Boa Vista - RR and Cuiabá - 

MT did not return any answers. Table 1 presents the collection details and Table 2 presents the 

socioeconomic characterisation of the sample. 
Table 1 - Division of the sample per Brazilian region 

Region 
Population  

(IBGE 2020) 
% of resident population Responses collected % of responses collected 

Central West 6.115.462 12,10% 43 10,39% 

North 5.910.843 11,70% 53 12,80% 

Northeast 12.602.080 24,94% 129 31,16% 

South 3.945.704 7,81% 52 12,56% 

Southeast 21.960.466 43,46% 137 33,09% 

Total 50.534.555 100% 414 100,00% 

Source: Authors, 2021. 
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Table 2 - Demographic Information of the Sample. 

Items Category Frequency Percent 

Gender Female 260 62,80% 
 Male 151 36,47% 
 Prefer not to say 3 0,72% 

Age < 20 19 4,59% 
 21-30  194 46,86% 
 31-40  109 26,33% 
 41-50  46 11,11% 
 51-60  33 7,97% 
 > 60  13 3,14% 

Ethnicity 
Yellow (Geographical origin familiar: Japanese, Chinese, Korean, 
etc.) 

4 0,97% 

 White 238 57,49% 
 Indigenous 3 0,72% 
 Black 42 10,14% 
 Brown 113 27,29% 
 Prefer not to say 10 2,42% 
 Other 4 0,97% 

Education level Incomplete Elementary Education 2 0,48% 
 Complete Elementary School 0 0,00% 
 Incomplete High School 1 0,24% 
 Complete High School 18 4,35% 
 Incomplete Undergraduate Education 73 17,63% 
 Complete Undergraduate Education 64 15,46% 
 Incomplete Post Graduation 95 22,95% 
 Complete Post Graduation 162 39,13% 
 Outros 1 0,24% 

Employment Student 132 31,88% 
 Formal worker 77 18,60% 
 Self-employed worker 56 13,53% 
 Informal worker 9 2,17% 
 Public employee 103 24,88% 
 Retired 5 1,21% 
 Unemployed 21 5,07% 
 Other occupation 11 2,66% 

Emergency Aid (monetary 
assistance) 

Yes 79 19,08% 

 No 335 80,92% 

Source: Authors, 2021. 

 

4.3. Safety perception 

 

Participants were exposed to the description of the measures cited in 4.1 and then two 

questions were presented. For each question, the participant selected values from 1 to 5 on a 

Likert scale, where 1 meant "Not at all safe/concerned" and 5 "Very safe/concerned".  

Figure 2, represents the result obtained in the first question regarding the safety 

passed by the possible use of technology to contain SARS-CoV-2 spread. The first three measures 

represent the technologies used, while the last two represent applicability of the classification 

of individuals in risk levels. Analysing only the technologies, it is observed that the use of 

cameras to compel the use of masks provides a greater sense of security. On the other hand, 
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the one which gives the least sense of security is the anonymous tracking of mobile phones for 

the creation of interaction maps.  

As for the last two measures, both pass on a broad sense of safety, even more than 

the use of cameras, 40.1% and 42.8% respectively. Being the limitation of access to public 

transport based on exposure levels and risk classification, obtaining a 2.7% higher percentage of 

safety, the one with the highest positive responses.  

Figure 3, referring to the second question, presents the perception as to data safety 

and privacy, where the mirroring of answers is remarkable. The anonymous tracking of mobile 

devices for the creation of COVID-19 patient interaction maps generates the greatest concern 

among all technologies, with 40.6% of people very concerned. In fact, it is the only one that the 

people concerned, those who scored 4 or 5, exceeds 50%, reaching 57%. The use of cameras to 

identify the use of masks has the lowest percentage of rejection, with 26.1% of people marking 

the option "Not at all concerned". 

 
Figure 2 - Safety perception of smart city technologies in public transport to contain the spread of the new coronavirus

 

Source: Authors, 2021. 
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Figure 3 - Safety perception of smart city technologies in public transport in relation to data privacy and safety

 

Source: Authors, 2021. 

 

Analysing Figures 2 and 3, with the exception of anonymous tracking of mobile phones, 

all other options present a lower percentage of concern with data safety and privacy (answers 

4 and 5), compared to that of the feeling of safety regarding coronavirus containment. The 

statement remains true when one analyses the opposite side of the spectrum, i.e., answers 1 

and 2 on the Likert scale. Even so, the percentage of concern about data safety and privacy is 

too great to ignore. 

 

4.4 Additional aspects of using surveillance technologies in a pandemic and post-pandemic 

setting for COVID-19 

 

4.3.1. International Reality 

 

In countries such as South Korea, China, Japan and Singapore there is a much deeper 

and more widespread "smartification" of urban life, laws and measures that provide the State 

greater power of control and data management and greater sociocultural acceptance of this 

type of initiative, as well as presented successful experiences applying the technological 

solutions cited in this article (CHEN & PAN, 2020; DAS & ZHANG, 2020; KASDAN & CAMPBELL, 

2020; NAM, 2020; OH, 2020; KIM, 2020; SÖDERSTRÖM, 2020; SONN & LEE, 2020). However, in 

no case were the other recommendations, such as the use of masks, isolation and social 

distancing, sanitisation of public places, among others, dismissed.  

As Chen and Pan (2020) and Sonn and Lee (2020) show, besides the points already 

mentioned, there is publicity and transparency of the systems applied. South Korea, in 

particular, has "a tradition of an interventionist state: South Koreans have a higher expectation 

of state intervention" (SONN & LEE, 2020). This fact combined with an aggressive smart city 

policy and previous experiences with epidemics, made the acceptance of these technologies by 
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the population somewhat easier (KASDAN & CAMPBELL, 2020; NAM, 2020; OH, 2020; KIM, 

2020). 

As Chen and Pan (2020), Fang, Nie, Penny (2020) and Lee and Lee (2020) demonstrate, 

the strategy of the three Ts "Test. Treat. Track.", a central aspect in epidemic and infectious 

disease control (WHO, 2012), has served as the basis for the extensive deployment of 

surveillance technologies in addition to recommended health measures. However, these 

technologies are applied with several other measures and are also embedded in a local, regional 

and national system (BUDD & ISON, 2020; CHEN & PAN, 2020; GKIOTSALITIS & CATS, 2020; SONN 

& LEE, 2020). 

 

4.3.2. Brazilian Reality 

 

In Brazil, the reality is different. Although smart city policies and efforts towards 

greater ubiquity and digitalisation of the urban exist, the density of these initiatives lags far 

behind international experiences (ANTUNES, 2020; BRAZIL, 2020a; DOWBOR, 2020). State 

transparency, as well as laws regulating and protecting data use and privacy not only have 

questionable applicability, but sometimes are non-existent (ANTUNES, 2020; BIONI, 2019; 

BRASIL, 2018; SABARIEGO, AMARAL & SALLES, 2020; ZANATTA, 2015).  

The General Law on Personal Data Protection (Law 13.709/2018), adopts initiatives 

close to the European standard, considered by many, despite severe criticism, the most 

ambitious movement to control privacy and personal data in the face of a "datacentric 

capitalism" (BRASIL, 2018; DOWBOR, 2020; EU, 2016). With Decree 10.474/2020, the National 

Data Protection Authority was created (BRASIL, 2020b), enabling greater oversight regarding the 

protection of personal data. Regulation and protection are still incipient issues in the Brazilian 

reality and, as in international experiences, they must constantly struggle with new forms of 

exploitation of this "datacentric" format of capitalism. 

As for the protection and containment measures of COVID-19, according to NTU (2021) 

the most used in public transport systems by buses were disinfection by nebulisation, the end 

of fare payment in cash, physical distancing signalling, passenger limitation, body disinfection 

tunnels and temperature measurement. According to ANPTrilhos (2020), the main measures 

adopted in railway systems were the cleaning of stations, trains and contact areas, adoption of 

sanitation technologies, such as spraying of disinfectant products and use of ultraviolet, 

temperature measurement through cameras, passenger orientation campaigns, installation of 

specific visual communication to indicate distance and maintenance of the supply of trains at 

levels well above demand. Therefore, one notices that there was no significant implementation 

of smart city technologies in public transportation systems in Brazilian capitals. 

 

4.3.3. Considerations on surveillance and data protection technologies 

 

Democracy's tug-of-war between safety and freedom, the latter as privacy and 

personal data protection, is at the heart of this debate. "Today's surveillance technology, 

especially in cities in advanced economies, is almost incessant," Sonn and Lee (2020) rightly 

assert. Countless national and international platforms and companies have almost unfettered 
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access to the data generated by their users. David Harvey (2007) elaborates the theory of 

accumulation by spoliation, whereby the capitalist system seeks, through any possible means 

including spoliation, to generate value and profit. Morozov (2018), Sonn and Shin (2020), 

Thatcher, O'Sullivan, and Mahmoudi (2016), Bruno et al. (2018), make valid arguments for the 

understanding that these surveillance technologies are a business model, a market in which this 

logic of accumulation by spoliation is the rule.  

Sonn and Lee (2020), state that "When big data companies collect data with or without 

an individual's approval and use that data for their profit, it is hard to argue that the state should 

not use the same data for the safety and security of people." Yet, they fail to take a critical stand 

on the mode of production through spoliation. And, they further raise the argument that the 

perception of privacy is changing because of the wide and voluntary disclosure of personal 

information on social media and the internet (SONN & LEE, 2020). The creation of a content-

producing consumer, or prosumer (FUCHS, 2010, 2012 and 2014), and the commodification of 

this content, via spoliation, does not justify or rationalise a thickening and deepening of this logic 

in other ways. 

Sonn and Lee (2020) also state that in the pandemic scenario two perspectives remain: 

1) extensive use of surveillance technology on a portion of the population, contaminated or at 

risk, to thereby protect lives and ensure the freedom and mobility of the remaining population 

amount; 2) Lockdown, which is "practically a weaker form of house arrest and which damages 

the economy, which, in turn, further impoverishes the poorest of society". In this way, the 

authors force a dichotomy, or a trade-off, between technology use and income protection of 

the poorest parts of the population. However, first of all, one must oppose the loss of privacy by 

the use of surveillance technologies and their effectiveness in containing the new coronavirus, 

and at the basis of this discussion is data and privacy protection, or more precisely, regulations 

and instruments of protection and enforcement (DOWBOR, 2020; BRUNO et al., 2018; 

MOROZOV & BRIA, 2019). In other words, the freedom-security binomial is inserted in a context. 

 

4.3.4. Smart cities in the post-pandemic   

 

Kunzmann (2020) foresees an intensification of the development of, and via, smart 

cities, which implies a deepening of the "datafication" and digitalisation of society, economy and 

culture. He also foresees an increase in disparity and socioeconomic inequality between central 

and peripheral countries, as well as within countries themselves. He states that the pandemic 

will not stop the "smartification" of cities, but it will corroborate with the efforts of the digital 

economy to "accelerate digital transformation processes in cities" (KUNZMANN, 2020). It is 

worth mentioning that several authors claim that these technologies can be a way out to enable 

an economic recovery, as occurred after the 2008 crisis (GROSSI & PIANEZZZI, 2017; HOLLANDS, 

2008 and 2015; WIIG, 2015a and 2015b). 

In Brazil, with the recent Brazilian Smart Cities Charter (BRASIL, 2020a), the already 

present national trend should follow the international movement, even if inserted in a Global 

South and dependent economy context. The "smartification" may be slower and not so 

densified, but it is already reality. And what should be done is an effort to regulate and 

democratically control this process and the technologies implemented. 
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4.3.5. Public transportation in the post-pandemic   

 

Analysing the results obtained in the questionnaire, presented in Table 3, one can 

perceive an alignment with the predictions made by De Vos (2020) and with the results found 

by Budd and Ison (2020) regarding the modal split before and during the pandemic, such as a 

drop in the use of public transport, an increase in the use of active modes such as walking and 

cycling and of individual motorised modes such as private cars and motorbikes, taxis or 

ridesharing services.   

 
Table 3 - Modal split before, during and after (expected) the pandemic of COVID-19 

Mode of transport Modal split (before) Modal split (during) 
Modal split (after – 

expected) 

Walking 5,8% 7,9% 5,1% 

Cycling 3,1% 3,6% 8,0% 

Bus 44,2% 13,0% 33,8% 

Train / metro 7,7% 1,0% 7,5% 

Motorcycle 0,2% 1,2% 1,7% 

Car 33,3% 49,5% 36,5% 

Car on demand (by app of a 
ridesharing company) 

4,1% 21,9% 5,6% 

Other 1,4% 1,9% 1,9% 

Total 100% 100% 100% 

Source: Authors, 2021. 

 

As presented in Table 3, despite a possible recovery in demand in the post-pandemic 

scenario, the percentages will be lower than before for public transport and higher for individual 

motorised modes. The forecasts of Kunzmann (2020) and analyses by Budd and Ison (2020) show 

the same behaviour. To mitigate this trend, public transport operators and vehicle 

manufacturers are taking measures such as reconfiguration of the internal seating layout and 

circulation spaces, contactless door sensors, hand sanitiser dispensers, transparent screens 

between seats, etc. (BUDD & ISON, 2020). 

These efforts are in line with what Lyons (2020) states, when he advocates not 

replacing or demoting "mundane" or non-technological solutions with those typically referred 

to as "smart". Both solutions should be applied, from changing the internal seating arrangement 

and sanitisation of vehicles, such as automatic doors and cameras to check the use of protective 

masks (BUDD & ISON, 2020; LYONS, 2020). 

In more central economies where the digitalisation of cities and urban services is 

already advanced or is in the process of being, the joint use of intelligent and "mundane" 

solutions may be more easily promoted - either by the economic aspect, by the more advanced 

discussions on the protection and use of personal data and privacy, by the expectation of State 

intervention or by transparency and high degree of public and private Accountability (DOWBOR, 

2020; SONN & LEE, 2020; DAS & ZHANG, 2020). Brazil, as a peripheral economy and from the 

Global South, does not present the same reality (DOWBOR, 2020).   

As seen in Figure 2, the perception of public transport safety due to the use of 

technological measures varies from 55.6% to 68.6% among the options presented in the 
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questionnaire. However, the variation of concern regarding the security of personal data and 

privacy, as seen in Figure 3, is between 44.2% and 57%. Thus, some considerations may be done 

as to the Brazilian reality of public transportation in a post-pandemic scenario: 1) intelligent 

solutions, as surveillance technologies, have effectiveness in fighting the new coronavirus, as 

well as can be an essential part of the strategy of the three Ts; 2) intelligent and "mundane" 

measures can be successfully used in an attempt to pass more safety regarding the use of public 

transport; 3) intelligent measures only, do not solve the problem; 4) along with the use of 

intelligent measures, in the form of surveillance technologies, comes the need for a system 

composed of laws, institutions and mechanisms to protect personal data and privacy; 5) use of 

surveillance technologies without proper regulation and without concomitance with health and 

"mundane" measures, may only represent an unnecessary expense to public coffers and have 

the opposite effect to the intended one, being one more reason to avoid public transport. 

 

5. CONCLUSION 

 

Surveillance technologies already exist and are extensively used, which does not mean 

that the struggle and arguments against them are not valid and do not deserve to be discussed. 

However, this study looks at another aspect of existing and future technologies, data protection. 

Initiatives such as the General Protection Data Regulation, or GDPR (EU, 2016), should be 

expanded and enhanced to return to individuals, as far as possible, control and disposition over 

their own data. Democratic, transparent and participatory control should be an essential 

element of future public policies and laws addressing these issues. 

In the name of a great evil, it is common to give up freedom and privacy for the sake 

of greater security, for example, the post September 11, 2001 measures in the United States. 

But it is necessary to get away from the heat of the moment and analyse the consequences of 

the flexibilization of laws, the reduction of protection and individual guarantees. The result 

obtained in the questionnaire of this study is clear: the population of Brazilian capitals would 

feel safer with the use of surveillance technologies in the post-pandemic context, but they also 

want guarantees of protection of their personal data and privacy. 

Unlike other containment strategies, whose deadline for implementation expired a 

long time ago and the longer the delay lasts, the more lives will be lost, the initiatives dealt with 

in this article may become a reality only in the future. Until then, one must accept the task given 

and pay attention to the concerns regarding privacy and data safety, as well as guarantee in the 

most diverse ways the safety of the population that uses public transportation. 
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